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To obtain additional copies of this report, visit the Withholding Data Discrepancies. We selected a sample of 180 employees and compared their payroll withholdings to authorizations in their official personnel files. The comparison revealed that 14 of the 180 employee files sampled had a total of 25 discrepancies.
Conclusion.
We performed the agreed-upon procedures specifically pertaining to payroll. We were not engaged to and did not perform an audit with the objective of expressing an opinion on the withholdings and contributions for health benefits, life insurance, retirement, and on the employee headcount of DoD. Therefore, we are not expressing an opinion. We performed additional procedures based on generally accepted government auditing standards that we considered necessary in the circumstances.
We compared Forms 592, used for Payroll Certification and Summary, with the total payroll amounts in the payroll files. We found significant discrepancies (see the attached Independent Auditor's Report). The discrepancies were similar to those for FY 2003 and indicate that DFAS did not fully implement recommendations made in our FY 2003 audit report, although DFAS concurred with the recommendations. DFAS officials explained that the errors occurred when at least one technician downloaded the Forms 592 twice, causing the computer to double the amounts in the reports. DFAS officials also stated that their personnel did not reconcile the reports to payroll before reporting to DFAS Cleveland and before signature by the Director of Civilian Payroll Operations. Defense Finance and Accounting Service should reconcile the Forms 592 to payroll prior to certifying that the payroll is correct and proper for payment, and should download the Forms 592 only once for the payroll-certifying officer's signature.
In addition, the Defense Finance and Accounting Service and supporting DoD organizations could improve management controls over the accuracy of the payroll amounts withheld and remitted to the Office of Personnel Management. The withholding amounts we calculated while performing the agreed-upon procedures differed from the withholding amounts presented in Defense Finance and Accounting Service reports.We compared Forms 2812, used for reporting the withholding and contribution for health benefits, life insurance, and retirement. The differences for retirement, life insurance and health were less than the reporting threshold criteria of 1 percent established in the agreed-upon procedures for these categories.
Management Comments and Audit
Response. The Navy and Air Force concurred with the finding and provided management comments that are responsive. The Defense Finance and Accounting Service concurred with the recommendations and cited guidance that is intended to preclude the erroneous payroll reporting and certification. However, the guidance was effective before FY 2004, most recently updated in March 2003. Compliance with this guidance would result in payroll amounts being reconciled and properly certified, and data for Form 592 being downloaded only once. The Defense Finance and Accounting Service stated that computer software incompatibility may have created the appearance of inaccurate data when the data had been reported correctly. We will examine this issue in a future audit. The Department of the Army did not provide comments on the draft of this report; therefore, we request that the Army provide comments on this final report by March 18, 2005. We included the full text of the Navy, Air Force, and DFAS comments in the Management Comments section of this report.
ii 4, 2003; December 27, 2003; February 21, 2004; and March 6, 2004; and Semiannual Headcount Reports as of February 21, 2004, and March 6, 2004 . We performed this engagement to apply agreed-upon procedures in accordance with the standards established by the American Institute of Certified Public Accountants. The sufficiency of the procedures is solely the responsibility of the Office of Personnel Management (OPM) Inspector General and Chief Financial Officer. Consequently, we make no representation regarding the sufficiency of the procedures described in the attachment either for the purpose for which this report has been requested or for any other purpose.
Comparison of Amounts Withheld and Remittance to OPM. The Defense
Finance and Accounting Service (DFAS) and supporting DoD organizations have improved management controls over the accuracy of the payroll amounts withheld and remitted to OPM. We performed the agreed-upon procedures to compare the amounts withheld from employees' pay with the amounts DFAS reported withheld from employees' pay. The amounts differed slightly, however, the differences were less than the threshold criteria prescribed in the agreed-upon procedures.
Payroll File Totals. We totaled the sampled payroll files that included about 623,000 employees within a given pay period, with a total gross payroll of about $5.5 billion for the four pay periods we reviewed. The payroll withholding amounts DFAS reported to OPM exceeded the totals (footings) of the DFAS database (the amounts actually withheld) by $344,330 for an overall error rate of 0.06 percent. This is an improvement from FY 2003, when the payroll amounts DFAS reported to OPM exceeded the footings of the DFAS database by $2.243 million, for an overall error rate of 0.65 percent. The dollar differences found this year are less than those of last year, and are not material with respect to the DoD financial statements. However, the differences, which range as high as 5.36 percent for life insurance withholdings on one payroll file for one pay period, represent a material management control weakness in the preparation and reporting of DoD payroll, if only because of the sensitivity of payroll. Management should have addressed this material weakness in response to recommendations in prior audit reports.The differences for retirement, health, and life insurance were less than the reporting threshold criteria of 1 percent established in the agreed-upon procedures. However, one of the discrepancies (out of 16 comparisons) for life insurance exceeded the reporting threshold criteria.
Payroll Certification and Summary. The total of the gross payroll amounts in the payroll files was $5.46 billion. However, the totals of the amounts on the Causes of Discrepancies. Five inconsistencies between SF-50, "Notification of Personnel Action," data in the OPF and gross pay data in the pay system caused 14 of the 25 discrepancies. Inconsistencies between TSP withholding in the pay system and the amounts indicated on the TSP-1 election forms accounted for another seven discrepancies, all caused by missing election forms. Missing life insurance forms caused another two discrepancies. One discrepancy was the result of an erroneous health deduction and one discrepancy was caused by a calculation error in an employee's Civil Service Retirement System (CSRS) deduction.
Personnel Documents from Databases. During our review of the 180 employee sample files, we identified 22 OPFs with what appeared to be discrepancies. We provided the Army, Navy, Air Force, and Defense agencies with the names, social security numbers, and the nature of the discrepancies for each of the 22 files. The Army, Navy, Air Force, and Defense agencies later provided us with forms printed from personnel file databases that explained differences between data in 17 of the OPFs and data in the Defense Civilian Pay System (DCPS). We accepted personnel documents generated from personnel file databases that completely explained differences between data in eight of the OPFs and data in DCPS. However, data in 14 of the 22 OPFs still had unresolved discrepancies from data in the DCPS. Relying on the documents printed by the Military Departments and Defense agencies for our use, we reclassified eight OPFs with explained inconsistencies to "samples that were corrected at a later date." Of the eight files we reclassified as correct:
• one was from the Air Force,
• one was from the Army,
• two were from the Navy, and
• four were from Defense agencies
The Army, Navy, and Defense agencies were unable to clarify 14 out of 22 OPFs with potential discrepancies despite additional documentation. The 14 OPFs with discrepancies remaining are included in the total of 25 differences discussed in the paragraph "Comparison of Payroll System Data to Official Personnel Files" on page 2 of this report.
Calculations Required. The agreed-upon procedures require us to compare the number of employees (headcount) in the payroll data files with the headcount in the Supplemental Semiannual Headcount Report. Our headcounts of employees using payroll data files differed from the Supplemental Semiannual Headcount Reports by less than 1 percent, well within the 2-percent reporting threshold allowed for headcount comparison in the agreed-upon procedures.
Life Insurance. Our recalculation of basic life insurance from the payroll data files supported the amounts reported to OPM for all payroll offices with more than 30,000 employees. The overall calculated amount of $17.485 million was $0.115 million different from the $17.6 million DFAS reported to OPM. The difference between the amounts we calculated and the amounts DFAS reported to OPM (0.66 percent) did not exceed the 5-percent reporting threshold for this recalculation.
Health Insurance. Our recalculations of health insurance withholdings from the payroll data files supported the amounts DFAS reported to OPM. The amounts we recalculated from the payroll data files varied from the amounts DFAS reported to OPM by percentages between 0.31and 0.85 percent in total, including employee withholding and agency contributions for each payroll file. This was much lower than the agreed-upon procedures reporting threshold of 5 percent for health insurance variances.
Comparison of Amounts Transferred. We compared DFAS records with OPM documentation for the total dollar amounts transferred for the payroll periods sampled. We found that all the amounts reported by the DCPS equaled the amounts reported by the OPM Retirement and Insurance Transfer System (RITS). All of the amounts reported by the DCPS for FY 2003 also equaled the amounts reported by the OPM Retirement and RITS. DFAS maintains a CD-ROM snapshot every month of what they report to OPM, based on prior audit recommendations that we made.
We performed the agreed-upon procedures specifically pertaining to payroll. We were not engaged to, and did not, perform an audit with the objective of expressing an opinion on the withholdings and contributions for health benefits, life insurance, retirement, and on the employee headcount of DoD. Therefore, we are not expressing an opinion. However, we performed additional procedures based on generally accepted government auditing standards that we determined necessary to evaluate the integrity of the data. that we obtain management comments on this report. The payroll files we analyzed are identified as 100 (Denver), 500 (Pensacola), 600 (Charleston), and 800 (Denver). Appendix A discusses our scope and methodology for accomplishing the agreed-upon procedures.
Management Comments on the Finding and Audit Response
Department of the Navy Comments. The Assistant Secretary of the Navy (Manpower and Reserve Affairs) concurred and stated that its Human Resources Service Centers and DFAS continue to work together to improve the quality and accuracy of payroll data.
Department of the Air Force Comments. The Air Force Assistant Deputy
Chief of Staff, Personnel concurred and commented that the Air Force does not use Employee Express; therefore, the discussion of Employee Express does not apply to the Air Force. Additionally, he stated that it had implemented management control recommendations from previous audit reports, as evidenced by the absence of discrepancies in the Air Force portion of the audit sample. than 0.01 percent, and for health benefits resulted in no difference, and were nearly equal to amounts related to the amounts shown on the RITS submission for the corresponding period. The payroll data file totals for life insurance were also nearly equal to the related amounts shown on the RITS submission for the corresponding period (0.49 percent difference). The total of differences, percentage of differences, and high/low percentage of differences of individual payroll data files are shown in Table 1 . Procedure. 2.a. Randomly select a total of 25 individuals who were on the payroll system for all 3 of the RITS submissions selected and meet all the following criteria:
• covered by the CSRS or the FERS;
• enrolled in the Federal Employees Health Benefits Program;
• covered by Basic Life Insurance;
• covered by at least one Federal Employees Group Life Insurance (FEGLI) optional coverage (Option A, B, or C).
Auditor Action. We randomly selected 25 individuals from each of 4 payroll data files in DoD with more than 30,000 employees who were enrolled in Federal retirement, health benefits, and life insurance programs.
Procedure. 2.b. Obtain the following documents, either in electronic or hard copy format, from the OPF for each individual selected in step 2.a. Hard copies can be originals or certified copies.
• all Notifications of Personnel Actions (SF-50) covering the pay periods in the RITS submissions chosen;
• the Health Benefit Registration Form (SF-2809) covering the pay periods in the RITS submissions chosen (note: a new SF-2809 is needed only if an employee is changing health benefit plans; therefore, the form could be many years old); and
• the Life Insurance Election Form (SF-2817) covering the pay periods in the RITS submission chosen (note: a new SF-2817 is needed only if an employee is changing life insurance coverage; therefore, the form could be many years old).
Auditor Action. We obtained Notifications of Personnel Actions (SF-50), Health Benefit Registration Forms (SF-2809), and Life Insurance Election Forms (SF-2817) covering the pay periods in the RITS submission chosen.
Procedure. 2.c. Via the agency personnel office, request a report from Employee Express for any health benefit transactions in that system for the individuals selected in step 2.a. Compare the date of transaction with the date on the certified copy of the SF-2809 requested in step 2.b. Confirm that the health benefit information to be used in step 2.g. covers the pay periods in the RITS submissions chosen.
Auditor Action. We requested copies from the agency personnel office of any automated health benefits elections (SF-2809) that could explain differences between OPFs and DCPS. The Army provided copies of personnel documents from the Army Benefits Center, and we directly accessed the Personnel Automated Records Information System for Air Force personnel documents.
Procedure. 2.d.
Compare the base salary used for payroll purposes and upon which withholdings and contributions generally are based with the base salary reflected on the employee's SF-50. Report any differences.
Auditor Action. We compared the base salary used for payroll purposes with the base salary reflected on the employees' SF-50s. Out of 180 files we sampled, five employees' SF-50s did not support the base salaries used for payroll purposes.
Procedure. 2.e. For Retirement, compare the plan code on the employees' SF-50 to the plan codes used in the payroll system. Report any differences.
Auditor Action. We compared the plan codes on the employees' SF-50s to the plan codes used in the payroll system. We did not note any differences between the retirement plan codes on the employees' SF-50s and the retirement plan codes used in the payroll system.
Procedure. 2.f. Calculate the retirement amount to be withheld and contributed for the plan code from the employees' SF-50s, based upon the official withholding and contribution rates required by law. Compare the actual amounts withheld and contributed. Report any differences.
Auditor Action. We calculated the retirement amount to be withheld and contributed for the plan codes from the employees' SF-50s, based on the official withholding and contribution rates required. We compared the retirement amounts we calculated to actual amounts withheld and contributed for Civil Service Retirement System (CSRS) participants and Federal Employee Retirement System (FERS) participants. We encountered discrepancies in two CSRS retirement amounts withheld. The discrepancies were the result of one error in the calculation of gross pay and one error in the calculation of retirement withholding. We also found a total of four FERS retirement withholding errors. All four errors were the result of errors in the calculation of gross pay.
Procedure. 2.g. For Health
Benefits, compare the employee withholdings and agency contributions with the official subscription rates issued by OPM for the plan and option elected by the employees, as documented by Health Benefits Registration Forms (SF-2809) in the employees' OPFs or Employee Express. Report any differences.
Auditor Action. We obtained the official subscription rates for Health Benefits issued by OPM for all plans and options available to Federal employees. We compared the employee withholdings and agency contributions with the official subscription rates issued by OPM for the plans and options elected by the employees, as documented by Health Benefits Registration Forms (SF-2809) in the employees' OPFs. We found one health withholding error, which was the result of an improper payroll deduction for the given health plan.
Procedure. 2.h. For life insurance, confirm that Basic Life Insurance was elected by the employee, as documented by a Life Insurance Election
Form (SF-2817), in his/her OPF. Report any differences.
Auditor Action. We reviewed evidence for Life Insurance election by reviewing Life Insurance Election Forms (SF-2817). In all cases basic life insurance elections were properly documented.
Procedure. 2.i. Calculate the withholding and contribution amounts for basic life insurance using the following:
• For employee withholdings: Round the employee's annual base salary to the nearest thousand dollars and add $2,000. Divide this total by 1,000 and multiply by $0.155 (for Agency Payroll Offices with biweekly pay periods) or $0.3358 (for Agency Payroll Offices with monthly pay periods).
• For agency contributions: Divide the employee withholdings calculated above by two.
Auditor Action. We calculated the withholding and contribution amounts for basic life insurance by rounding the employee's annual base salary to the nearest thousand dollars and adding $2,000. For Federal Wage System employees we added environmental differential to the base salary in determining wages eligible for life insurance. We identified no discrepancies during our review of basic life insurance withholdings.
Procedure. 2.j. Also, for Life Insurance, compare optional coverage elected as documented by an SF-2817 in the employee's OPF with optional coverage documented in the payroll system. Report any differences.
Auditor Action. We obtained SF-2817 documents directly from employees' OPFs and electronic personnel data files. We obtained life insurance optional coverage data from DCPS. We compared optional life insurance coverage elected as documented on the SF-2817s with optional life insurance coverage as recorded in the DCPS. We identified one instance where DCPS had optional life insurance coverage but the employee's OPF supported a basic-only election. We also found one instance where DCPS had not recorded optional life insurance coverage for an employee who elected optional coverage. These differences led to monetary errors of $8.82 and $16.30, respectively.
Procedure. 2.k. Calculate the withholding amounts for optional life insurance using the following:
• For Option A: Determine the employees' age group using the age groups provided for Option A in the FEGLI Program Booklet. The withholding amount is the rate listed in the FEGLI Program Booklet for that age group. Compare to amount withheld. Report any differences.
• For Option B: Inspect the SF-2817 to determine the number of multiples chosen for Option B. Determine the employee's age group using the age groups provided for Option B in the FEGLI Program Booklet. Round the employee's annual rate of basic pay up to the next 1,000, divide by 1,000, and multiply by the rate for the age group. Multiply this amount by the number of multiples chosen. Compare to amount withheld. Report any differences.
• For Option C: Inspect the SF-2817 to determine the number of multiples chosen for Option C. Determine the employee's age group using the age groups provided for Option C in the FEGLI Program Booklet. Multiply the rate for the age group by the number of multiples chosen. Compare to the amount withheld. Report any differences.
Auditor Action. We calculated the amounts for optional life insurance. In addition to the errors noted under 2.j., we identified one additional optional life insurance error. The error was for $.96 and was due to a systematic gross pay error. In total we identified three life insurance errors.
Procedure. 3. Randomly select a total of 10 employees who have no health benefits withholdings from the payroll information corresponding to the 3 RITS submissions selected for testing.
Request SF-2809s covering the pay periods in the RITS submissions chosen, either in electronic or hard copy format, from the selected employees' OPFs. Hard copies can be originals or certified copies. Via the agency personnel office, request a report from Employee Express for any health benefit transactions in that system for the individuals selected. Inspect the documentation to determine that health benefit coverage was not elected. This can be determined in the following ways:
• absence of an SF-2809 in the OPF and no election of coverage made through Employee Express;
• an SF-2809 in the OPF with Section E checked (indicating cancellation of coverage) and no later election of coverage through Employee Express; or
• cancellation of coverage through Employee Express and no later election of coverage with an SF-2809. Report any exceptions.
Auditor Action. We randomly selected 10 employees per payroll data file who had no health benefit withholdings from the payroll information corresponding to the RITS submissions selected for testing. We reviewed the OPFs and electronic personnel databases for SF-2809s. We inspected the documentation to determine if the employee elected health benefit coverage. We found no indication of election of coverage either in OPFs or in electronic files for employees who had no health benefit withholdings.
Procedure. 4. Randomly select a total of 10 employees who have no life insurance withholdings from the payroll information corresponding to the three RITS submissions selected for testing. Request the SF-2817s covering the pay periods in the RITS submissions chosen, either in electronic or hard copy format, from the selected employees' OPFs. Hard copies can be originals or certified copies. Inspect the SF-2817 to determine that the employee waived or canceled Basic Life Insurance coverage. Report any exceptions.
Auditor Action. We randomly selected 10 employees per payroll data file who had no life insurance withholdings according to the DCPS corresponding to the three RITS submissions selected for testing. We requested, obtained, and reviewed the SF-2817s covering the pay periods in the RITS submissions chosen. We inspected the SF-2817s in all instances when the coverage was waived. We did not note any discrepancies.
Procedure. 5. Recalculate the headcount reflected on the Semiannual Headcount Report selected for testing above, as follows:
5.a. Obtain existing payroll information supporting the selected Supplemental Semiannual Headcount Report selected for testing above, as follows:
• Benefit category (see Semiannual Headcount Report),
• Dollar amount of withholdings and contributions,
• Number enrolled (deductions made/no deductions),
• Central personnel data file code, and
• Aggregate base salary.
5.b. Recalculate the Headcount reflected on the Semiannual Headcount Report.
If an electronic file is not available, a suggested method of recalculating the headcount is as follows: (1) estimate the number of employees per payroll register page by counting the employees listed on several pages, (2) count the number of pages in the payroll register, and (3) multiply the number of employees per page by the number of pages, or count (using a computer audit routine) the number of employees on the payroll data file for the period.
5.c. Compare the results of payroll information from step 5.a. with the calculated headcount from step 5.b. to information shown on the Semiannual Headcount Report.
5.d. Report any differences (e.g., gross rather than net) greater than two percent between the headcount reporting on the agency's Semiannual Headcount Report and payroll information from step 5.a. and the calculated headcount from step 5.b.
Auditor Action. We obtained the DFAS supplemental Semiannual Headcount Reports (see Table 2 ) for the pay periods ended March 6, 2003, for Payroll Offices 100, 500, and 600 and February 21, 2004, for Payroll Office 800. We compared those headcount reports to the payroll data files from DFAS-Pensacola for the same period. The counts in the payroll data files differed from the headcount reports by three employees, which is under the reporting threshold of 2 percent.
Procedure. 6. Calculate employer and employee contributions for retirement, health benefits, and life insurance.
6.a. Calculate retirement withholdings and contributions for the four pay periods selected.
6.a.i. Multiply the CSRS and FERS payroll base by the withholding and employer contribution rates required by law.
6.a.ii. Compare the calculated totals with related amounts shown on the RITS submissions. Report any variances (e.g., gross rather than net) between the calculated amounts and the amounts reported on the RITS submissions greater than 5 percent of the amounts on the RITS submission.
Auditor Action. We calculated the total CSRS and FERS retirement employee withholdings and employer contributions for the pay periods ended March 6, 2004, for the three payroll entities 380100, 380500, and 380600; and February 21, 2004 , for the one payroll entity 380800. Employee withholding rates for CSRS and FERS were 7.0 percent and 0.8 percent respectively. Employer contribution rates for CSRS and FERS were 7.0 percent and 10.7 percent respectively. The differences between the calculated total of CSRS and FERS employee retirement withholdings and employer contributions, and the related amounts shown on the RITS submission, are shown in Tables 3 and 4 . Auditor Action. We obtained the number of employees enrolled in each health insurance plan for each payroll data file from data provided by DFAS as RITS submissions. We obtained the official subscription rates for health benefits issued by OPM for all plans and options available to Federal employees from the OPM website. We extended and added totals and compared the results with the health insurance withholdings and contribution amounts shown on the OPM Collection and Deposit System Standard Form 2812. All of the payroll offices had variances below the 5-percent reporting threshold for this comparison.
Procedure. 6.c. Calculate the Basic Life Insurance employee withholdings and employer contributions for the three pay periods selected.
Auditor Action. We totaled the amount of gross pay eligible for basic life insurance for the employees in each payroll file. We divided this sum by 80 and multiplied by 2,087 to determine annual gross earnings of employees electing basic life insurance coverage. We used data from DCPS to obtain a count of the number of employees electing basic life insurance for each payroll file. We multiplied 2,000 times the number of employees electing basic life and added the result to gross pay eligible for basic life insurance. We multiplied the total times 15.5 cents per thousand to estimate basic life withholding, and compared the result with the withholding amounts shown on the OPM Collection and Deposit System Standard Form 2812. All payroll offices' discrepancies are below the 5-percent reporting threshold for this comparison.
To estimate agency contribution, we divided the estimated basic life withholding by two and compared it to employer basic life contribution on the OPM Collection and Deposit System Standard Form 2812. All payroll offices' discrepancies are below the 5-percent reporting threshold for this comparison.
Procedure. 6.d. Calculate the Option A, Option B, and Option C Life Insurance coverage withholdings for the three pay periods selected by using detail payroll reports used to reconcile the RITS reports in Step 1.
Auditor Action. We obtained the number of participating employees from DFAS for each payroll data file. We totaled the individual withholding for Option A, Option B, and Option C for each payroll data file and each date. After comparison we determined 15 out of the 16 comparisons to be within the 2 percent withholding threshold. Payroll office 9730800 yielded a difference of $238,189.12, or 10 percent greater than the amount on the RITS submission for Option B during pay period ended December 27, 2003. This difference is significantly greater than the 2-percent withholding threshold for this comparison.
Scope of the Review of the Management Control Program. We reviewed the adequacy of DoD personnel offices' management controls over official personnel files. Specifically, we reviewed DoD personnel offices' management controls over accuracy of personnel elections for payroll withholding, transmission of payroll withholding data to DFAS, and retention of personnel payroll withholding election data in the official civilian personnel files. We reviewed the annual statements of assurance by the Military Departments and Defense agencies to determine whether they disclosed the inconsistency between official personnel files and DCPS payroll withholding data.
Adequacy of Management Controls. We identified a management control weakness for DoD personnel offices as defined by DoD Instruction 5010.40. Specifically, we identified weaknesses involving:
• DoD personnel offices' management controls for accuracy of personnel payroll withholding elections,
• timely transmission of personnel payroll withholding data to DFAS, and
• retention of personnel payroll withholding elections in official personnel files.
The inadequate controls did not ensure the:
• proper payment and withholdings for civilian personnel,
• timely transmission of civilian personnel payroll withholding data, and
• retention of documents and data supporting payroll withholding in the official personnel files.
We previously reported this management control weakness in DoD IG Report No. D-2002 -070, issued March 25, 2002 . Recommendations 1.a., 1.b., and 2. in that report have been implemented and should improve DoD personnel office payroll withholding procedures. We provided a copy of that report to the senior officials responsible for management controls of the personnel offices of the Military Departments and Defense agencies for their information and use.
Defense Finance and Accounting Service Comments
